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(57) Abstract: 

PROBLEM TO BE SOLVED: To provide an electronic 
w^atermark system capable of preventing original medium 
data and an embedded electronic water mark from being 
easily separated from each other without allowing much 
original medium data to flow out and capable of 
specifying an alterator even when the 
insertion/detection or the like of an electronic 
watermark is distributed to plural servers or clients. 

SOLUTION: A 1st electronic sigrtature part 2 
electronically signs inherent information inputted from 
a medium data inherent information input part 1. An 
inherent Information cafoulation part 8 calculates the 
inherent information of medium data inputted from a 
medium data input part 4. A 2nd electronic signature 
part 9 electronically signs synthetic information 
synthesized from digital information inputted from a 
digital information input part 7 and the inherent 
information from the calculation part 8. An electronic 
watermark inserting part 5 embeds the electrically 
signed synthetic informatten in the medium data. VSAhen 
inherent information in data transmitted fr<MT» a 
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^m^s>6^ b mi" ^ m^sS** b:giai 7^ fl[> 

^X7^>;/'7'i:. ^(?5ttm^ttfcm^jgje>^U^m[fE^7'-Y 

Tx-i^Ta^bK^^feur s^fiB;^ 7^^ r7'-^5'o;^<l^fP*i- 
tm ^ titcm^mm tu ist^- ^ ;^ e> u 

i:no:^'ry'7''t^ Hutax K^ScoM;^^MIB«l^ 
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tS*^ 2 0 1 1SS!c©«imi^^ ^M.^^ <Z) n V f 

^^'tc. A;^^^^67^T'>^rT''-^?^)^f:>®'^^;^^LS:1ttB 
Q-r ^ X - ^ ^ b filtBg^tt^ $rg{c ^ Sl§^tf 

112 o^m(om.^mf>^i^^mmm':fT3^^M:^umi.ft 

[0 0 0 1 1 

40 So 

[0 0 0 21 

[0 0 0 31 mxti. f^:r.-yu^yh^mmi.it^v 
1 9 9 7 ^m'T-mnmn^^mm • 

60 i^^ai7^^:^^SA-7- 1) {J^T. ixw^xt-r^) 
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[0004] ^ft^ r:/^^ >- K«^S35^uoil^j 

(^*tsrfi • • ^^mm. m^^n i s e c 

97-3 5. 1997-0 9) (^T. Xm2 ft^) 
*t^. ff ^fitS ISEC97-36. 1997-09) 

[0 0 0 5] ^bj^is r^g^iiBt^»cs<5< ir :¥.i.Tm 
1 9 9 7 ^m'Fimmm^^mm • m^>''^^=^T 

[0 0 0 6] 

[000 7] xw. 2 , 3 (oiimxi-t^-^aym^^mi^^ 
^m^^;d^L7'-t5' t \.xm^htsmo:>:^m^M^x\^ 30 

10 0 0 8] :5:i^4(0:^fe-e*:ii C:*-K^ox^6«j?:^ 40 

mm^&i^^cx^9L^^-^mk-r^:^m7i^mm^tLX 
v^6o s^Sd^u^An^-^ycH/^iK0tm^]S56^L{;i^jE 

;5i^Mv>C^ ^^tlLfcV^W^ mA^(Omx I C^-V 
[0 0 0 91 ■^rC'T?, 5^^W<^BW(i-btSOPp1^^^fl? 
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[0 0 1 01 

#Ai/;=^xAii, >y^^T7^-i?(::m^^^^^b^»A-r 
^>«^S35^UffA'>:^xJENT*fcor. ^a5>&»e>A;^$tt 

[0 0 11] ^mm\z.x.^m=^mi)^\^^^^^:^y^^\'i^. 
-^t^h mun'^mt^ u ^^^^^^^ ui^ta^^ 

^ tb/cT^- ^ (7) aij'jco^^ ur ta:^ m;^^^ 
[0 0 12] 3|c^^{c:J:5{tk<?5@^^]g/5^L^mv';^7"A 
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ic^i^r ^ t m^^n h MIS® ^tt«i:RT^tuiB^ 

10 0 131 i^^m^^^%.=F-&i>>\^^7<-)3^\%. 

[0 0 141 -^^m{^^^m^mt^\^^m:>smn^ a:^ 
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Z<Dit^m^^^CX{p^fj:< t^^Wlmy'-^^- 
^:^'r^:ft^mK.Xh^^^ 

[0 0 1 5 J i^^m\cj;:^m(Dm,i-mt^i^^m:^mt.. 

Jc*5 V ^r A:^ ^ ti S 7« r X — ^ bm-?-s*^ u 
iSfe-c^oT. A;^?$nfc;^7'^r7^-t5'>6^e>miiam^s 

^Mzy'-^<Dt^:t)<D-^'^^^^}^xmt}'r^:^r'^yy' 

mi^:^'rM^^^(Dmt^m:hm^^m7b>h<^mMz,n\.x 
to 0 1 6] ^^mi^x^m'=Fm:f)^\^w:Kmm^i^^y 

A^j«>^o^^i>.^SrlB^UfclB^j®*|cx-^oT. Hutsm 
^S:6^LifA^Jti5i:7'o^7-^rifiiII5=i>'t'^-^tc. ^ 

^75^ b A;b ^ tt/5^o^l5p« r X— ^ ^ 5 

f5> x-r T7^-i? d^?>HufB;^ y'-C Ty"-^ ^^t^i"^© 
^ T7^-i5'(c^{^-r-<#^W««ib<30'a-fi£if $Stc:^-<0 

[0 0 1 71 :^mm\zx^m^m^^\^^ti!immzr^^'7 
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[0 0 18] *9^^(C<t6te(^m^^^Sj5^b:^ta®JffllP^c^ 
[0 0 19] 't^^t>h. ^^P.g<om-T-SI;ii^Li/^^A 40 
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[0 0 2 0] ^/c. ±l20^'r^rT-'— :?<7)^^m::^ 

t v.xm^tjfo 

[00 2 1] 7*-^ Ty"—^ ^Sl^^^i^SS^1^- 50 
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^^;^y'^ry'-^(D^^mmt^^mh^X^tL:^ 

f^Ty'-'^Km.i^t^x^t \.xmh-^fifzm^m^b 

[0 0 2 2] —if. ^f^T'f-^t^hm^Mt^y^'^^ 
m-r^i^:^TM.X*nXti^fh^:^^^ry'—'^i>^hm'f- 

[00 2 3] ^iSm^S;^^L;55^*^tt/J:>7^^r7'- 
^-^-h \.X¥-^^-:^t^h^n\.tLy'-^^^=f'm 

[0 0 2 4] _bfa<D^tjLS-e^4e>^tufcP*tt«^'^^@ 

\'t^X(r>y'—'^ (D^ti(n'^^^^'^\.x^ti't^o 

[0 0 2 5] ^fc, ^^xVTt-'— :^3&*?>m^2l:d>L^«| 
tt|-r'5v^:^7=-Ar*ti. ^'f ^ry'—9t^h<0^=hW}^\^ 

[00 2 6] r:tLtc:j;or. mT-i^d^u^p^T^-rrx— 

[0 0 2 7] 7t(0:^'f-^Ty'-'^<0^tM^m^B 
[00 2 8] 

ffi€r#fi?. bri5i?qi-6„ ^ 1 «:*:|g5g<?5-|liS«lc J: 6 

n.=i''&t^\^^^^y'j^(om)i§.^^-r^^v^mx^^. IS 

W:^T'VT7^-t$^^*tS^A;^SRl ^-om^^^ 
[0 0 2 9] ;^7'^T7^-:5'@^itfRA:/3^l5e>^b(im 

^d^b^if A-f ry'-^<om^mm^7<n^ 

[0 0 3 0] ^fc. ;^x-f TCO^^It^a^htt-ttb^CDr^ 
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^J^-eDCT (D i s c r e t e Cosine Tra 

n s f o r m) #»4r^j?). ^<oi&mmfSt^^mmm 

-»:^-J^Jxmn. SCIS93-13A. 1993 

So 

[003 1] (tklC{^«FSSW-</^-C*><Sj5^ m&i<0^<D:j:> 
y i^^='-^^(Om^M^y ^ \^^^ T«im UT^ 

[0 0 3 2] ^— C0m^^:^^2(^7«^^Ty^— 20 

fi* rmi-^fff-^-j mmm. )\y^w^m. mMmm. \ 
[0 0 3 3 J ■^m^\z.^\^xw^^mh<immh^m^^ 

{0 0 3 41 ^7"VTx-^?A;^gB4«im-?*]S;5=^L%^ 

J^y^T-Vr-r — ^755^itlii(7):©'^, JPEG (Join 
tPhotographic coding Expe 
rts Group) IFF (Tag Image 

File Format) h^^^ofny y V<r>=f 40 

-i5^^A:^i-S^^lcfcfcSc J: «? m*6*jJ^(i. -^J^.^^ 

[0 0 3 51 m^^m^%^%n.:^=f-<ry'-^xii^ 
4 36>b A:^ $ ttfc> X ^ T7^-:^<^S*tf 
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10 0 3 61 ^^^J^A^^mJ<ti%lt^^Wr^::Ky^ 

•rso 0-c7pm^#*$is 9 W 2 ^ 

[0 0 3 71 7="^ >>'^yv.tt^A;^^ 7 25^^07^^ v^^J'yU' 

os^gistcv^^' v;^^/Mt»A;t»as 7 t^bcOy"^ i^^MM 
[00381 ^yt. ^hhi!)^<Dmm^h^^M^:>^t\i^ 

m^^fil'i-^:it^^:=^^m(OB^xnfj:\^^(OX\ ^f&:^ 

m\^o\^'^x<7>mmtiim.mit,m9&ir^, 

[0 0 3 91 m.^mt^\^WAM5a^y'^ry^-i^A:b 

^^>5^U irfj:i:>ibWmUti.X^ m-^Sj&^U^SaiA. 
[0 0 4 01 m^S3&^u^#A-rs::^iSfe^ LTti. 

tf^mW- 9-191394 #4^^S^B^g|i[^fFWO 9 
5/14289 "Identi facta ion/a 
uthentification coding me 
thod and apparatus**^ Tt^v^^/I^ 

1>A(SCIS) 97> SCIS97-26A) ^IClS 
[004 11 il^itas 6 L}?A^ 5 "Xf^^igTS^ 

[0 0 4 21 m^ft-f—^^ryhmm^fy^tih 

AN (Local Area Network) JiX^ 

fi. -9?«Jx>f:f SMTP (Simple Mail Tra 
nsfer Protocol) (t^ -^'W'i^^t) ^^ffl 
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10 0 4 31 S«if— 3 2 "C® 

[0 0 4 4] ^#i^w^a5 3rt::li^e>^D^t$B^g^S 

10 0 4 5] m2\^-^^m(o—m^m\^x^mi-mi)^\^ 

1 0 0 4 6 1 ms HKS^Htc J: sm-f-ig:^^ L 

-^Jte^Jt^i J: ^ > *r ^ Tt^- ^^^laag^^-r :7 d 
ir'-h'Cfe^o ::^xib^l--^4^#KUr:*:|SW<7>- 

10 0 4 7] :^^m(o-mmm\^j;:^mrfmfi^i.i^:^T 

[0 0 4 8] ±^<Dmirmt^\^i^:^'rJ^^mm-r^<o\z 
mnn^s tmm<D^m^m^^x^(D%^Atmy'-^<om 

m^n^:^ibXi6<^ 40 

[004 9] ±m<om^mi^^viy::^y'-^^mm-r^m. 

1 0 0 5 0 1 m-<Dm^^^^ 2 ^yx.t^*m^^ -/v- 
of^^ • y :7 h ^7 31 T^\z.m^^fix\,^x i> a < . . 

SMT pmrnm^m^^x^mco'T'-i^t^^H^ti^ :i 
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{zt^tbX^<o 

^=£^^v^Sfc^^)OA:^-efct). m—<onm^^'7\^y\f 

y'^:^'^^^m(OV M.—^<y/i^;^'f^T^m\f^xm;^'f^ 

[00 5 2] @ Wtt^^m^ 8 (^A;t? ^nfcf^JJLllx- 
Tt^- ^ A;^iSi5 4 Ti^ b A;^ ^ fifzW^My'— ^ izM b 

mtLX^iiM<Oh<Oii^nx.^ti^f:Lit. ClCl-^fii^tC 

[005 3] ^:^t^'yHS»A;^lfP 7 tt^z:cDfij^#d5 

A:^ bfc^f^tt^'gr^-cDm-T-g^SP 9 t^i^^c m:^<D 

m^w^^ 9 itmrnrnwiffi^^ st^hmhtix^tcm^ 
^mty"^ /H9«A;^gi5 7f>>ibmhtix^ fcm^m 

i^:£B;^^-f6 (0 3X7^sA>^S4) « 
[0 0 5 4] m,'f-l^:^^VWA^5n;^9'^T^—^Ati 

[005 5] USrIfA urciii^fi:*:i>':^7^ Aco 

60 i^v ±f2^om^^*>L(Df¥AMS*iM^1^-^>'^3 

\z.^mcr^^±m'f—^±x\z.n\.x^iit>f\.^ m^:^ 

"ryZfS 1~S 6) . 

[005 6] ^^i^— ^-^^ 3 ttm-<?:>m^^^as 2 t^h 
m^i^^(om^mnv'-^fi^mhtix<^t (ig4^7^ 

:y:/S 11, S12, S13). ^-com^^^^a-C 

(|gl4>^r-^y:7^S 1 4) o 
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[ 0 o 5 7 J ^m-^-^<& 3 it^m^ 6 ^> 

@^r«aj65^ixJ^* {|§l4X7^i/>^S 17), ^g«SiS6;5i- 

5/>^Sl 8) o 

10 0 5 8] ^m^-^m 3 -e{;i@^IS«7^-^ (o-ifc 

4;^7"5':/s 2 0) o M.i^^\at. '^-^^—:^y:7h 
^^(D^m^^o:it\cfj:^^ ^^i^-^^a5 3'CI* 

1 9) . mmm^-&^mE,<Dmi^='>^^-^ 1 3 

{Coi^-rs {E14;^7^5/:7"s 2 2) o 

[0 0 5 9] ^fc. m^S*©MiiE»rKLTttCA (C 
ertificate Authority: I^MWt 

i-xmm^^c tox;h^h ii>xh i>A>h. :^mmmxn^ 

nt>tl^ (m4:^'r^yy^S 1 1 ---S 2 2) o 

[0 0 6 0] msit:^^m(Dm(Dm:mm\:ix^^v'^T 

b -r ^ A > ^ r ^ A:^)^IS 2 
1^. m^Sji^LaailfiS2 2 p<7^^T-7^— iJ'f^^^fP 
2 3 S^tS^Rtf^^HS 2 4 ^2 5 

>'N5/v'^|-|-^^2 6 7^— ;^tl5 2 7 
5/ i/'cxfigJttS^lFP 2 8 . m;tl51^gi5 2 9 ^ P>ffiF^ $ tb 

10 0 6 1] >^VTx-^A;^a5 2 Ifim^^Ji^^U^ 
rttfis 'e?'Jx.f^^ih®/.^^{^\ JPEG^TIFF^V^ 

[0 0 6 2] m^SX>^Uttlfi?f5 2 Zi^^^^ry"—^?. 
[0 0 6 3] :^'r^r7'—^i^^^2 Si^;>^7'^Tv'— 
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[0 0 6 4] @*it^ti-»$!S2 4J*^x-<Tx-:^f^fife 
IFIJ2 3-Cf^fifc$tb^i:p«7*^r7'-:^'A^?>. :^^^ry'— 

^(DWim^m^^t^^-i'^o wi^mmi(^mmt\.x\t. m 

x.fi±ta<7>Jtilt5lc|Bi^$i^TV^-5J:^^^:. i^JhUx- 
10 ^^':fuyi;)^m^M^i\:.\^. s/^-CDCT#.iS: 

[0 0 6 5 J 7^— ^J'^— ;:^|FB2 7 I^jj^-t^'-T Tx— iJ'iO® 

^ff^:a^^. />7:^< b h't(oWi^mm^mmH\-^hfhx 

<. 1^iE^(^^— ^c:ov^T^ix--^^-:^a5 2 7t;^:^lrt 
[0 0 6 6] ^^x='-ra2 5(i@^tt^^m^^i^^ 

[0 0 6 7) ^^'>'i>^^tf^^2 6 Jid^tg^Sff^i^ 2 4 
lf|52 7$:;^^br#e>tb7t1S«^:^*iC^tVc©:riS^ 

[0 0 6 8] ^N!yv'ziititlRS^2 8 finocOS^itA;^ ^ 
fe^o ffi;biM^lf|5 2 9fi^^iyv-^{ittt:^^?|5 2 8(Dta;f3i;i 

50 t>t?t'5« 
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10 0 6 91 me^^^^m<om<omMm\zL^:b:^'f^r 

[0 0 7 U •^•f. p^7'>frx-^A;^«FB2 

^T^ti-t^h (ia6;^7"y:rs 3 1) . •?:(OA;;^?^tbfc 
^ ^ Tt'- ^ b Ltt fciiSfi 2 2 J: o T S 

^]g;6^L}d^tttEj$n5 (l36;^7^:y:7*S 3 2) „ ^^^i^ 
3i^Ltttt5a5 2 2"t?iS£ii^ttfcm^S*^U«:^*7-'3- K 

Se2 siciibttsi: t t>t;i. ^ttibpfT^^TT*— ^;Ruf 

[0 0 7 21 x<7'^T7'->5^itfi)c^^2 3{i;^X^rr' 
-^{'^^SiS2 3--i||btLfc^7=^^r7-*-^J^St/^^Md^ 

^ (il|6^7'5/:7'S 3 3) „ 

7^^T7^-:?«S*«#fh»gR2 4--^5SbtL. S^if 

(ia6:?:v^5'>^s 3 4) « J^^ae>bttfc@WfS 
loo 7 3] ^^^:/v'^tmlfi5 2 6fiSWtf^tl-^^2 4 
2 7;0>^-^:(^®W^t^{^::mLr^^$tbrv^-5tt^^ 

[0 0 7 4] m^^^—Yn'i^vx^, 0—^(0^ 

ixtCjzoT. a:^S?5^Lj4tiilFR2 2:6^b^^o^ffi^iS 
Kf^ (ia6;^7^:v:/S 3 5) « 
[0 0 7 51 ''^!/^^^1tltt5fa5 2 8(i5ifeT^=i— KgS2 

s^-^^ffiir^ite^U (laep^T^^^iT's 3 7) . ^tiWR 
[0 0 7 6] -TfSi^^. aj;^iM^]^2 gfi/N^yv-crffiit 

.8) . ^txb 755-15: i±J;^5^Wo 
il^m^M^) ^^?fi-^ (Iil6;^x:y:/S 3 9) o ^ 

mtim^^ 2 9 li^N i^=Lmmm 2 8 T*<55it:ifi5)e 
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^r^tri-^ (!gl6:^X5/>^S4 1) „ ±l2c^mi=-^ 

:6^b«ioi*&3iitt^x^Tr-:5'A;'3a52 ncA;^^^nfc 

3 l'-'S4 1) o 

[0077] if^%^<o^<om:mm,. m\z.imm(r>-m 

^fl<^:>7' -< i^t? v'Hf «A:^?S5 7 -e^x. tt^ t> co f^— ^ 
[0 0 7 8] |IM^y5lWife(D^JB«?iiJ^. mfL 

[00 7 9] :mr. ®;^bTV^/^V^i^ ix^Lfc*:^ 
:ztx. ^<o:^2E^g5jt:rar i^-et«>o 

[ o o 8 0 ] ^tc. ^^m<o-'mmmRmL<ommmx 

[008 1] m-^3l75^U^^7^^T7='-:^' 
[0 0 8 2] ^fc. TcO^T^^Tv^— i5^0iE^z55^^p« 

[0 0 8 31 ±i^\.tL7^^m<o-mmmRxj^m 

[0 0 8 4] 

AtCjoVNT. :n-9Pj6*^A:^^>i7i^07«7*VT7^-i5'$r# 
50 ^^ti?^y^^Ty'-^:^^h^'f^T'r-^%:^m't^m 
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[13 31 ;*:^P^<D-|lite«Bj|cj:sm^S*^uifA^OfS^ 
[@4l *^^eD-SI^S^y^^:i:Sp«7=^-f TT^-iJ'lE^^a 
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2 m-<^^^¥^«f5 

3 MM'^-'^^U 

5 m-7-]®^*bi*ASl5 

6 it^tSi 

10 7 X ^ yvft^a 

8 @W1taitfit§li 

9 M-com-^^^iFP 

1 1 ^-(n>n•^^^^\f^-^ 

13 mH(^#«e=i>-t:'^-<$^ 

2 1 p^T^^TT^-^AJ^SfB 

2 2 n^mt^v.^^u 
2 3 p<7'><r'r-^^^j?S:«fis 

2 4 gI^««ltf»|FP 

20 2 5 S-i|,x:=i— 

2 6 >'^5/•*>^f+^l^5 

2 7 =f-'^^—:^^ 

2 8 -'^ivV; 

2 9 mt^m^n 
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This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 

□ FADED TEXT OR DRAWING 

□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



